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BJB Battery Junction Box

BMC Battery Monitoring Controller

BMS Battery Management System

BoL Beginning of Life

CCB Charge Communication Box / Electric Vehicle Charging Controller
CcMC Cell Monitoring Controller

CcoO Carbon Oxide

ECU Electronic Control Unit

EMC External Memory Controller

EVCC Electric Vehicle Charging Controller (CCB)

FBG Fiber Brag Grating

H2 Hydrogen

HARA Hazard Analysis and Risk Assessment

HAZOP Hazard and Operability Study

HiL Hardware in the Loop

HV High Voltage

HW Hardware

MCU Main Control Unit

MC Memory Controller

MSB Multi-Sensing Box

ocC Overcurrent

oT Overtemperature

OTA Over-The-Air

ov Overvoltage

RTOS Real-Time Operating Systems
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Abbreviation Title

SG Safety Goals

SOC State of Charge

SOH State of Health

SOX State of X

SW Software

UEFI Unified Extensible Firmware Interface
uT Under temperature

uv Undervoltage

WP Work Package
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1. Executive Summary

The goal of this deliverable, as the output of Task 3.1, is to define and list a set of detailed technical
specifications for the BMS that fulfill the system specifications and cybersecurity requirements
defined in T2.2. These specifications cover the BMS from electronics, electrical, thermal, and
dimensional perspectives. In addition, the BMS architecture will be specified, including HW/SW
interfaces, the functional safety concept of the architecture, and insights into the computational
power device required to implement the embedded algorithms. Finally, the spectrophotometer
blocks within the BMS and inputs for second-life use of the BMS are described.

The definition of the architecture requires access to the various battery packs to be used
(MARBEL, HELIOS, and MAT). However, not all the required information from the parent projects
has been disclosed yet. Therefore, the low-level requirements and solution definition will need to
be extended in the future. Nonetheless, the general concept of the BMS is presented in this
document.

iBattMan’s BMS is introduced as a combination of different devices to achieve universal and
scalable principles. Due to technological limitations, edge computing is not embedded into the
BMS hardware. The proposed solution involves using an external device to perform high-
computing calculations. This approach is aligned with current technical trends that utilize zonal or
domain controllers with more computational power and smaller ECUs functioning as basic
controllers or data gateways.

The outcome of this document is an analysis and system design of the BMS. Some concepts,
such as functional safety analysis and qualification tests of the BMS platform, will be further
developed in future tasks.

. Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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BMS technical specifications

The development of an innovative BMS, involving new technologies and multiple partners,
requires the definition of clear and specific requirements to establish the solution and set the
system boundaries.

In Task 2.2, the main requirements related to all the hardware structures of the system have been
defined and appointed in D2.2 “Report on BMS requirements and list of interfaces required”. The
consecution of these results is presented in the present section and the following ones.

As follows, the technical specifications of the BMS are presented, organized by domains.

The requirements are described according to significative words to clearly state its intention.
Accordingly, the words and expressions are:

‘“MUST”, “REQUIRED” or “SHALL” mean that the definition is an absolute requirements of
the specification

*MUST NOT” or “SHALL NOT”, mean that the definition is an absolute prohibition.
‘SHOULD” or “RECOMMENDED” mean that under particular circumstances the
requirement can be ignored.

“‘SHOULD NOT” or “NOT RECOMMENDED” mean that under particular circumstances
the item behaviour can be accepted.

“‘MAY” indicates that the rerquirement is optional.

Imperative form must be used when it is required to limit an operation with potentiality to
cause any harm or trigger a dangerous event.

2.1. BMS general requirements
Table 2-1 includes the specifications about the general features of the BMS, including the BMC,

CMC and MSB.
GEN BMS-1 The BMS must include a Battery Management Controller (BMC) and Cell
- ) Monitoring Controller (CMC) units
BMS should trigger signals across defined interfaces to open/close power
GEN_BMS-2 :
- relays to enable charge/discharge cycles.
GEN BMS-3 The BM(_) sh_aII be equipped with CAN networks for external
- communication.
GEN_BMS-4 BMS shall be capable to control and monitor at least 5 independent

relays/switches

GEN_BMS-5 Each CMC should be capable to control at least 16 cells
GEN_BMS-6 Cell balancing operation must be designed as passive

GEN_BMS-7 The balancing operation shall be at least of 150 mA

GEN_BMS-8 There shall be isolation between HV and LV zones in the CMC design

GEN_BMS-9

GEN_BMS-10

G

The cell voltage measurement accuracy shall stay within the specified
limits even when cell balancing is being performed

Cell balancing shall be triggerable by commands from the BMC over the
digital/wireless communication interface

. Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
iBattMan  Cloud-Computing, Sensors and Interoperable Architecture
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The system shall be able to balance at least 8 cells simultaneously at

GEN_BMS-11 .

- maximum power
GEN_BMS-12 The BMC power supply shall be 12V from KL30 connection
GEN_BMS-13 The CMC power supply shall be the from battery cells.
GEN_BMS-14 The MSB power supply shall be 12V from KL30 connection
GEN_BMS-15 The MSB shall communicate with BMS via SPI.

2.2. BMS communications requirements
This section specifies the required interfaces for communication management between internal
devices in the BMS and with external ECUs.

GEN_COM-1 The communication between BMC and CMC shall be wireless
GEN_COM-2 The communication between BMC and MSB shall be SPI or ISO-SPI
GEN_COM-3 BMS must include 2xCAN communication channels

BMC MCU shall enable 2xSPI communication channels:
GEN_COM-4 - X1 wireless master communication

- X1 MSB communication

BMS should have a simultaneously wireless communication with a
GEN_COM-5 . o :

maximum of 16 nodes for cell monitoring operation.
GEN_COM-6 BMC communication with Edge device shall be through CAN
GEN_COM-7 BMC communication with EVCC device shall be through CAN
GEN_COM-8 BMC communication with Cloud Gateway shall be through CAN

These requirements should be extended and aligned with work packages (WP) 2 and 4 progress.
The definition of the signals and their management and message organization will be addressed
shortly in the project between the involved partners.

2.3. BMS measurements requirements
The BMS must continuously monitor the battery pack status. Thus, it is crucial to define the
adequate specifications to accomplish accurate measurements.

As reviewed in D2.2, the MAT and HELIOS battery packs include multi-sensing units or sensors
used within their respective systems. According to iBattMan’s scope, FICOSA will provide a multi-
sensing box to measure various signals from the battery pack, including thermal runaway. The
use of FICOSA’'s MSB will be necessary if the existing sensors in the different battery packs
cannot meet the requirements specified in Table 2-3.

Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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GEN_MEAS-1

GEN_MEAS-2
GEN_MEAS-3
GEN_MEAS-4

GEN_MEAS-5
GEN_MEAS-6
GEN_MEAS-7
GEN_MEAS-8
GEN_MEAS-9

GEN_MEAS-10

GEN_MEAS-11

GEN_MEAS-12

GEN_MEAS-13

GEN_MEAS-14

Q iBattMan
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The BMS shall report measurements from the battery and the MSB via:
- Cell voltages

- Cell temperatures

- Temperature and pressure (Fiber Bragg Grating (FBG)) (EUT)

- Battery pack current

- Battery HV at battery pack

- Battery isolation at battery pack

- Temperatures at battery pack

- Gas detection

Cell voltage range measurement shall be: [0 — 5.5] V
Cell voltage measurement accuracy must be: + 1 mV

Each CMC shall include 1xFBG input signal.

The CMC shall support up 10 temperature measurements on the PCB.
One of these should apply to requirement GEN_MEAS-4

FBG sensors are developed by Eurecat and shall be integrated in the BMS
via CMC.

BFG sensor signal shall be analog according to the specifications of the
Cell Monitor GPIO/Analog inputs (0 - 5 V)

The FBG measurement shall be converted to Temperature and Pressure
measurements in the BMS MCU.

The Transfer Function shall be provided by the FBG sensor designer
(Eurecat)

The MSB shall be capable to measure: Current, HV, Isolation,
Temperature, Gas and Leakage.

Current measurement shall be:

- Accuracy +-0,5% BoL

- Range: +- 1500 A

- Reporting time: 10 ms

HV measurement shall be:

- 2 channels

- Accuracy: +-1% BoL

- Range: 0 - 1000 V

- Reporting time: 10 ms

Temperature measurement shall be:

- 3 channels

- Range: -40 to 125 °C

- Accuracy: +- 1°C

- Reporting time: 100 ms

Isolation measurement shall be:

- Positive and negative measurements

- Range: 100 kOhm to 2 MOhm

- Accuracy: 20% for resistances > 500 kOhm and 10% for resistance < 500
kOhm

- Reporting time: 15 sec.

Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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GEN_MEAS-15

GEN_MEAS-16

GEN_MEAS-17

GEN_MEAS-18
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Leakage and Thermal runaway signal shall be received a 0-4V analogue
signals

Thermal runaway shall be monitored with a gas detection sensor: H2 or
CO

Gas sensor must detect the number of ppm. The BMS must trigger a
safety control mechanism when a ppm number threshold (TBD) is
reached.

The BMS shall include the following measurements for thermal runaway
detection:

- Cell temperature (NTC & FBG)

- Cell pressure (FBG)

- Gas detection

2.4. BMS software architecture requirements
The BMS software must be constructed according to the automotive standard AUTOSAR. In
Table 2-4, the specifications related to the firmware features are presented.

GEN_SWARCH-1

GEN_SWARCH-2

FICOSA is responsible to support the integration of the application
algorithms developed by other partners

The Application Software in the BMS platform provided by FICOSA
has the following features:

- 500 kB RAM

- 2,5 MB Flash

I/O interfaces sender/receiver available on the BMS (type, unit) shall
be defined for:

- Cell measurements (V, T, P)

- Cell balancing command

- Cell balancing status

- HV measurements

GEN_SWARCH-3 - Current measurement

- Isolation measurement

- Gas measurement

- Temperature measurements (BJB)

- Contactors’ control

- Interlock measurement

- Interlock control

Safety application (Safe State) shall be responsible for monitoring the
following events:

- Overvoltage (OV) and undervoltage (UV) cell voltage.

- Overtemperature (OT) and Undertemperature (UT) module

GEN_SWARCH-4 temperature

Q iBattMan

- Overcurrent (OC) with contactors
- HVIL interlock

- Isolation

- Gas detection / Thermal runaway

Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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Th BMS must be configured to be updated through OTA updates

using UDS bootloader over the CAN channel

GEN_SWARCH-6 Th_e BMS should have an adapt_able co_nflguratlo_n to pursue the
universal BMS concept via tunning variables or firmware updates.

GEN_SWARCH-5

2.5. BMS mechanical requirements
The main mechanical design constraint is to allocate the BMS into each battery pack. From the
existing batteries - MAT, HELIOS and MARBEL - MAT has the most constrained integration.

2.6. BMS second-life application requirements
In deliverable D2.1, the description of second-life use cases stated the use of the battery packs
in:

o Renewable energy storage system applications
o Grid stabilization and peak shaving applications
e Back-up power supply applications

¢ Load following applications

Then, in deliverable D2.2, the transition procedure from first life to second life is defined for the
BMS as a firmware update. The hardware design shall be compatible with both cases and the
high-level communication in 1%t life shall be the VCU, whereas in the second life, an EMS will be
the targeted controller. Consequently, the main requirement for the BMS reuse applies to GEN-
SWARCH-5.

2.7. BMS security requirements
The requirements related to the security and cybersecurity mechanisms to implement into the
BMS are applicable to the ones defined in D2.2. An extended analysis of cybersecurity will be
presented as a TARA within D2.4 by THI. This analysis will serve as input to focus on the
protection of the BMS and enhancing authorization and authentication methods, addressing also
the battery passport goals.

2.8. Fiber bragg grating (FBG) sensors
As we mentioned previously in D2.2 related to the Cell-level thermal management specifications
that the fiber Bragg grating sensors (FBG ) system is basically composed by tow parts: the optical
interrogator which is the part will be responsible for data analysis and optical signals conversions
and the other part is the Bragg grating fiber which is will be connected to the interrogator to
transmit the optical signal from the FBG elements attached to the cells.

The optical interrogator will be implemented is the commercial Fispec FBG X400 shown in Figure
2-1(a). This device is capable to perform simultaneous dual sensing process of pressure and
temperature at the cell level. Fispec FBG X400 is equipped with 4 optical FC/APC fiber
connectors and powered by USB type C connector. The device can handle the signal of up to 120
FBG elements make it possible to provide sensing data in 120 positions. This interrogator provide
ultra-high sensitivity of temperature and pressure (Measurement Precision from 0,1°C | 1ue
(10Hz)). The thermal stability measurement is less than 0.1°C/°C and the temperature is The

. Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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signal from the interrogator will be transmitted to microcontroller system (Microchip PIC32 Series)
via the UART port and then will be converted to 5V analogue signal to be sent to CMC board.

The fiber will be implemented is high-transmission silica fiber. The structure of fiber is composed
of two parts: the lean-in part and sensing part. The lead-in fiber section is silica coated with Glass
textile tubing (1,6mm of diameter) for protection. This section will remain outside of the battery
module. The sensing part is also a silica fiber, but with grating elements for sensing. Sensor
Capillary is made by polytetrafluoroethylene (PTFE) Tubing providing high flexibility to mount and
for protection as well. The grating elements are positioned in the fiber based on the spacing
between the cells and the number of these FBGs elements could be up to 30 FBGs/fiber. The
FBG element will be attached to the cell body by using high thermal conductivity adhesive glow/or
special tape (high adhesive copper tape for instance) .

The fiber should be carefully positioned within the battery module, ensuring that FBG elements
are securely attached to the battery cell prior to the final assembly of the module. This step is
crucial because, if the fiber and FBG elements are not installed and attached correctly at this
stage, it will become significantly more challenging to properly mount and align them once the
module assembly is complete. Proper placement and attachment are essential to guarantee
accurate data collection and functionality of the FBG sensors. Therefore, this procedure must be
executed with precision and care during the initial stages of the module assembly process.

(a)

FCIAPC fiber
connectors

Mounting holes:
M3/3mm

A P-30-W- B:  1500-300-70-70-70-70-70-70-70-70-70-70-70-300-70-70-70-70-70-70-70-70-70-70-70-
GL-SI 300-70-70-70-70-70-300

] . Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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3. BMS architecture

In D2.2, the system architecture of the BMS platform is presented. In this section, this architecture
is extended by defining each interface and the features to perform.

f WIFI

EDGE BMS
CLOUD
GATEWAY

PLC
EV CHARGE CONTROLLER Zaiz
(EVCC/ CCR)

KL30
CAN_MEAS

PWR

BJB —
DRV CONTACTORS L]
(x8) EXTECUS
CAN_VEH ey
o X BATTERY MANGEMENT CONTROLLER (BMC)
LEGEND
SYS ELEMENT |:|
((! ‘)) ((!]) ([E ’)j SYS 1O SIGNALS
[KL30 |
GAN GOMMUNICATION —_—
PWR
SPI COMMUNICATION —_—
CELL MONITORING I CELL MONITORING LG COMMUNGATION

CONTROLLER (CMC) -1 CONTROLLER (CMC) -N MULTI-SENSING BOX (MSB)

10 SIGNAL
S TTTTTTT =TT =1 o T - n - nl | ‘1| l x!l I ﬂl nl ‘31 WIRELESS COMMUNICATION i
[ ] BATTERY PACK ELEMENT

cots i) = m wo| [ | es | [ v ||ieac] e “ ]

EXTERNAL ELEMENT
BATTERY MODULE -1 BATTERY MODULE - K

The system/hardware architecture of the core elements of the BMS (BMC, CMC and MSB) are
presented as follows. Then, the contributions of the Cloud Gateway and the Edge Computing
Device are exposed at sections 5 and 6.4.

3.1. CMC Architecture

The CMC performs the measurements and monitoring of the battery cells. It is a passive
component with no “intelligence”, and thus no capacity to be controlled stand-alone. The main
features are the measurement of the cell voltages and balancing them. Also, the CMC measures
temperatures and within the Bragg Fiber Bragg sensors, the pressure and temperature of the
cells is monitored.

The communication of the CMC with the BMC is through a wireless channel, as the wireless
component shows.

Additionally, the CMC is expected to perform the voltage measurements for the EIS analysis.
However, the solution is still under study and maybe the EIS is performed at module scale using
the seamlessly CMC board and report the results to the BMC controller.

e Co-Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do
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WIRELESS COMPONENT

COMMS .

WIRELESS FOWER SUPFLY

WIRELESS FOWER SUFPFLY

POWER SUPPLY

VOLTAGE POWER SUPPLY

VOLTAGE POWER SUPPLY

CELL VOLTAGE INTERFACE

COMMS

CELL
BALANCING

CELL MONITOR

CELL VOLTAGE MEAS H CELL VOLTAGE MEAS

CELL VOLTAGES

3.2.

MSB Architecture

CELLBALANCING INTERFACE

. . BALANCING

ANALOG INPUT INTERFACE

ADC SIGNALS H ADC SIGNALS

ANALOG SIGNALS (NTCS) EUTBFG

KL30
POWER SUPPLY

POWER
COMMS =
ANALOG FRONTEND
cs =] TEMF LEAK GAS
cs HV =) TEMP LEAK GAS
HV MEAS ISO MEAS TEMP MEAS LEAK MEAS
CURRENT SENOR INTERFACE INTERFACE INTERFACE INTERFACE GAS SENSOR
HV MEAS 150 MEAS TEMP MEAS LEAK MEAS

The MSB performs the measurements over the high-voltage side of the battery pack. The MSB
measures or receives current, high-voltage, isolation, temperatures, leakages and gas signals

which are reported to the BMC. Likewise the CMC, the MSB has no controllability features.

=
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3.3. BMC Architecture

The BMC is design to perform the control and monitoring of the whole battery pack. In
consequence, it contains communication interfaces for the CMC and the MSB, including the
wireless master component to communicate with each CMC.

POWER

WIRELESS COMPONENT

POWER SUPPLY
COMMS

. KL20 POWER HH POWER

MAIN MCU COMMS
COMMS 1 . .CDMMS"
COMMS
INTERFACE
DRIVING
CONTROL
INTERFACE
COMMS
COMMS 2 ICOMMS 2
I I = 2 =
CAN1
MEASUREMENTS .
INTERFACE
CAN INTERFACE
ANALOG
. IMFUTS MEAS H MEAS

CANZ 1

3.4. Architecture constraints
The project proposal defined some developments to meet that from the subsequent architecture
of Figure 3-1 that will not be implemented.

1. The development of a standalone BMC powered directly from HV battery modules is not
practicable in terms of safety and functionality. The BMC is a critical component in the EV
and in case of battery malfunction of heavy discharge, it would be unpowered. Additionally,
this configuration goes against the battery powertrain architecture. When the vehicle is
stopped, the HV battery has to be disconnected from other components or parts.
Consequently, the BMC must be connected to the already existing LV battery. In some
new powertrain architecture, the LV battery is powered directly through a power converter
from the HV battery. Therefore, the stored energy of the LV battery is some manner, uses
the battery cell voltages.

2. The existing hardware products available to perform parallel computing are limited and
generally, they do not comply with automotive specifications. The trend in the market is to
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control the vehicle by zonal or domain units. In consequence, the BMS will be used as a
signal gateway with a very limited control features. Thus, the project consortium considers
the best approach is to use the Edge Computer / High-Performance Computer for these
functionalities.

3. The mentioned device in the project proposal: Communication Box is the EV Charging
Controller (EVCC) to communicate with the charging post. The cloud communication will
be performed by an specific component: Cloud gateway.

The BMC design will be aligned according to the new trends of zonal architecture limiting the
control features of the components. According to the existing scope, the BMC will perform the
communications management, the battery pack safe state control and the calculation of the
safety-critical battery estimators (SoX).

. Smart, Connected and Secure Battery Management System Enhanced by Next-Generation Edge- and
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4. Cloud Gateway

The Cloud Gateway is the interface that communicates the vehicle and the Cloud. Through
ethernet communication, the edge and the cloud-gateway exchange data and results.
Additionally, the Cloud can update the BMS firmware via UDS bootloader protocol.

The communication between the cloud and the gateway is based on 4G/5G. The communication
speed offered by 5GB can range from 100 Mbps to 10Gbps, but in real-world conditions, it uses
to be in the range of 200 to 600 Mbps. These speeds ensure real-time and reliable data
transmission between the vehicle’s gateway and the cloud platform, enabling continuous
monitoring, diagnostics, and updates. By leveraging 4G/5G technology, the system can maintain
robust connectivity even in diverse geographical areas, ensuring that critical information regarding
battery status, performance metrics, and potential issues is promptly communicated to the cloud
for processing and analysis.

The Cloud Gateway communication will be performed by IREC and NVSION centers, which have
experience on this topic. Using a Rapsberry Pi as single-board computer, the communication
between the Edge-Computing device and the Cloud will be possible using Ethernet. Based on the
information received by the Cloud data, or if it is requested by the user, the CloudGateway will
allows the change of information between the Edge-Computing device and the Cloud to update
the parameters, variables or models that are running in real time.

The exchange of data with the Cloud Gateway must be developed following specific protocols, as
for example MQTT, and ensuring that all data follows the cybersecurity measures adopted and
defined by THI.
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5. Edge-computing device: Decision matrix

The Edge performs computationally intensive algorithms. The approach of this component is to
implement algorithms and equivalent models from the battery where the battery parameters can
be determined at high precision as the high-computational capabilities and the large memory
available.

In the Edge device multiple partners provide models to enhance the system performance,
including: IREC, VIF, FORD and NVISION.

The Edge Computing device utilizes the CAN communication from the BMC to receive the main
signals and parameters from the BMS to perform internally the calculations. The output
information is sent to the Cloud as so as the input information to check and improve the
results.The necessity to include a high-performance computer (Edge Device) into the BMS
platform has conducted the requirements and project definition process to collaboratively define
the appropriate device for the iBattMan.

The strategy followed has been to define all the partners that need to work or interact with the
Edge. In consequence, some of the partners involved in WP3, but also in WP4 models and
algorithms, take part in this activity. In Table 5-1, the relation of each partner is defined.

WP3 leader, BMS owner, architecture and requirements, system

FICOSA . : : o
design, system integration, validation.

AU Project coordinator, battery passport, cloud communication, 2" life
applications

IREC BMS SW models, BMS validation, 2™ life applications, cloud
communication

VIF WP4 leader, BMS SW models

THI Security and connectivity requirements and implementation

FORD-OT SW models

NVISION SW models, cloud communication

NVISION, with expertise in Edge computers, has worked in a list of some products that can satisfy
the project goals. To address the objective, seven features have been stated to next grade each
device from the list.

Evaluate the device's capability to perform Al tasks taking
Computational Performance into account the number of cores, acceleration hardware and

software optimizations to run models.

Memory considering the amount of data to be processed and
Memory stored.
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Communications / Connectivity

Cybersecurity

BMS adaptability & integration

Programming Complexity

Price

iBattMan — D3.1. BMS design definition and architecture proposal

Variety and versatility of communication channels
considering iBattMan system architecture where the edge-
computational device should interact with the BMS, and the
cloud gateway probably. Also, consider if the device should
also interact with the communication box. Consider the
adaptability to the system according to the information to be
transferred.

Possibility to implement cybersecurity measures in the device
and in the system architecture to safeguard data integrity,
confidentiality and availability.

Potential for a seamless integration into a future BMS-BMC
design. Consider the technical characteristics of the device
that are feasible to be also integrated into a BMS given power
consumption, number of cores, memory...

Use different programming languages and frameworks. How
to combine the models of each partner.

Price of the device

According to the participation and roles of each partner in the project, work-groups have been
defined to analyse each feature, with a leader (L) for each one.

Computational Performance

Memory

Communications / Connectivity

Cybersecurity

BMS adaptability and

integration

Programming Complexity

Price

X X (L) X X X

X X (L) X X X

X X X X X X X (L)
X X (L)

X X X X (L)
X X X X (L)

X X (L)

Each group has stated a grading range [0 — 4] to qualify each device according to specific criteria.

¢ Computational Performance

_ Less than 2TOPS or less than 1 GHz
2-14TOPS and only one dual-core CPU
19-39TOPS, and 4 cores, < 2 Ghz
40-150TOPS, 4 cores, > 2 GHz, or 6 cores
150+ TOPS, 8+ Cores

B W N -

iBattMan
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¢ Memory

TABLE 5-5 MEMORY CRITERIA

Score Criteria
<4 GB

1 <s8csB
2 <16 GB
3 <32GB

M > 3268

¢ Communications / Connectivity

TABLE 5-6 COMMUNICATIONS CRITERIA

Criteria

Wireless (Wifi, Bluetooth or similar). Not stand-alone device
_ Wireless, Serial. Not stand-alone device
2 Ethernet, Serial
3 Ethernet, CAN. Standalone device
_ Ethernet, CAN, Serial. Standalone device

o Cybersecurity

TABLE 5-7 CYBERSECURITY CRITERIA

Score Criteria
The device lacks compliance with any cybersecurity requirements.
_ The device only minimally fulfills some cyber security requirements.
2 The device partially meets cybersecurity requirements.
3 The device adequately meets essential cybersecurity requirements.
_ The device fully meets all cybersecurity requirements.

o BMS adaptability and integration

TABLE 5-8 BMS ADAPTABILITY CRITERIA

Criteria

Temperature range: 0 to <50°C

Power consumption is > 60W
- Temperature range: 0 to 50°C

Power consumption is up to 60W (<=60W).
Temperature range: 0 to 50°C
Power consumption is up to 40W (<=40W).

Developed for automotive use or similar.
Similar with AUTO temperature range: 0 to 70°C
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Power consumption is below 20W (<20W).

Developed for automotive use or similar.

Complies with AUTO temperature range: -40 to 70°C

Power consumption is below 20W (<20W). Includes low power cores.
Has Error Correction Mechanisms

Development kit/device with easy scalability for future designs in the BMS
embedded.

¢ Programming Complexity

TABLE 5-9 PROGRAMMING COMPLEXITY CRITERIA

Score Criteria

_ Java with Deeplearning4j
_ C with CUDA

C++ with TensorFlow C++ API
3 Python with PyTorch & Scikit Learn
_ Python with TensorFlow/Keras & Scikit Learn

e Price

TABLE 5-10 PRICE CRITERIA

Score Criteria

> 1500 €
_ 901 — 1500 €
601 — 900 €

301 - 600 €

3
M <s00€

3.1. BMS design definition and architecture proposal

The following devices have been considered and scored according the criteria mentioned before,

see table below:

TABLE 5-11 DEVICE SCORING LIST

NVIDIA JETSON AGX ORIN

DEVELOPMENT KIT (64GB) 4 4 4 2 3 4 0 360
NVIDIA JETSON AGX ORIN

DEVELOPMENT KIT (32GB) 4 3 4 2 3 4 0 345
Google Coral Dev Board 4GB 15 1 2 4 4 4 4 315
NVIDIA JETSON ORIN NANO 8GB 3 1 2 2 4 4 3 310
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https://www.siliconhighwaydirect.com/product-p/945-13730-0055-000.htm
https://www.siliconhighwaydirect.com/product-p/945-13730-0055-000.htm
https://www.siliconhighwaydirect.com/product-p/945-13730-0005-000.htm
https://www.siliconhighwaydirect.com/product-p/945-13730-0005-000.htm
https://es.farnell.com/coral/g950-06210-01/development-board-w-4gb-ram/dp/3885865?ICID=I-RP-STM7REC-0
https://www.siliconhighwaydirect.com/product-p/945-13766-0005-000.htm
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) BMS

EDGE-COMPUTING DEVICE Computa |\ mory |COMMuni| Cybersec | otabilil T78™ | price |Total

tional cations urity ty ming
Google Coral Dev Board 1GB 15 0 2 4 4 4 4 300
SK-AM69 — AM69x starter kit
for Sitara™ processors 3 3 4 3 p 1 2 290
Asus 90MEOOMO-MOEAYO Single
Board Computer 2 2 2 3 3 3 4 285
NVIDIA JETSON NANO 4GB
DEVELOPER KIT 2 0 2 2 4 4 4 280
Qualcomm® Robotics RB5
Development Kit 3 2 2.5 4 1 2 3 253
Avnet i.MX 8M Plus Edge Al Kit 15 0 25 2 3 3 4 238
SMARC SOM Evaluation Kit for
RZ/V2L MPU with Al Accelerator 1 0 2.5 3 3 2 2 223
SiMa.ai’s MLSoC Development
Kit + Training 2.5 0 2 2 3 2 0 220
KV260 Vision Al Starter Kit 1 1 2 3 2 3 4 220
UP Squared Al Vision X
Developer Kit (8 GB) [Version A,
w/o Myriad X 2 1 2.5 2 1 4 3 208
M.2 Al Edge accelerator module 3 0 0 1 3 1 4 195
Hailo-8 Starter Kit Module 1 0 0 2 3 3 4 190
GrAlVIP_ 15 2 2 2 1 2 0 |170

Among all the candidate devices, the NVIDIA Jetson AGX Orin development kit (Figure x) has
been selected for this project. It features a 2048-core NVIDIA Ampere architecture GPU with 64
Tensor cores, two NVDLA v2.0 (NVIDIA Deep Learning Accelerator) units, and a 12-core Arm
Cortex-A78AE v8.2 64-bit CPU. The kit is equipped with 64GB of 256-bit LPDDR5 memory and
64GB of eMMC 5.1 storage. Additionally, it includes a PVA v2.0 (Programmable Vision
Accelerator), making it highly efficient and capable of handling complex Al workloads.
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https://es.rs-online.com/web/p/kits-de-desarrollo-de-microcontroladores/2017819?gb=s
https://www.ti.com/tool/SK-AM69#description
https://www.ti.com/tool/SK-AM69#description
https://es.rs-online.com/web/p/ordenadores-de-placa-unica/2657191?cm_mmc=ES-PLA-DS3A-_-google-_-CSS_ES_ES_Pmax_Test-_--_-2657191&matchtype=&&gad_source=1&gclid=Cj0KCQiAwbitBhDIARIsABfFYIISylUTXT5ex33kq04BD1URtxROHndlJOXuKVpXgcq9Fp3Kh-AtRGAaAo3uEALw_wcB&gclsrc=aw.ds
https://es.rs-online.com/web/p/ordenadores-de-placa-unica/2657191?cm_mmc=ES-PLA-DS3A-_-google-_-CSS_ES_ES_Pmax_Test-_--_-2657191&matchtype=&&gad_source=1&gclid=Cj0KCQiAwbitBhDIARIsABfFYIISylUTXT5ex33kq04BD1URtxROHndlJOXuKVpXgcq9Fp3Kh-AtRGAaAo3uEALw_wcB&gclsrc=aw.ds
https://www.siliconhighwaydirect.com/ProductDetails.asp?ProductCode=945-13450-0000-100
https://www.siliconhighwaydirect.com/ProductDetails.asp?ProductCode=945-13450-0000-100
https://www.thundercomm.com/product/qualcomm-robotics-rb5-development-kit/?attribute_specifications=RB5N-EN
https://www.thundercomm.com/product/qualcomm-robotics-rb5-development-kit/?attribute_specifications=RB5N-EN
https://www.avnet.com/shop/us/products/avnet-engineering-services/aes-imx8mplus-ai-dev-kit-g-3074457345645109357/
https://www.futureelectronics.com/es/p/3173334?utm_source=octopart.com&utm_medium=cpcbuynow&utm_content=instock&utm_campaign=Octopart_Ext_Referals
https://www.futureelectronics.com/es/p/3173334?utm_source=octopart.com&utm_medium=cpcbuynow&utm_content=instock&utm_campaign=Octopart_Ext_Referals
https://sima.ai/mlsoc-devkit-2-0/
https://sima.ai/mlsoc-devkit-2-0/
https://www.mouser.es/ProductDetail/Xilinx/SK-KV260-G?qs=DRkmTr78QATF92lTPoHh8Q%3D%3D
https://up-shop.org/up-squared-ai-vision-x-developer-kit-8-gb-series.html
https://up-shop.org/up-squared-ai-vision-x-developer-kit-8-gb-series.html
https://up-shop.org/up-squared-ai-vision-x-developer-kit-8-gb-series.html
https://www.axelera.ai/ai-product-solutions/
https://hailo.ai/order-starter-kit/
https://www.graimatterlabs.ai/product

FIGURE 5-1 EDGE DEVICES NVIDIA JETSON AGX ORIN SELECTED FOR THE PROJECT
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6. Firmware requirements

The firmware of the BMS should be able to receive all the signals from battery measurements like
voltages and current, and send out signals on a CAN bus, for example to the edge computing
device. Additionally, the BMS must control relays, for example for charging, and to connect and
disconnect the high voltage battery. The firmware is based on the AUTOSAR standard.
Furthermore, the BMS should be able to to some of the calculations itself. This includes safety
critical protections, a Kalman filter for SOC estimation, and a charge control.

It should be possible to update the firmware via CAN, which makes it possible to update the
parameters for the SOC estimation when aging of the battery occurs. Additionally, security
vulnerabilities can be closed by updating the firmware to a new — more secure — version.

6.1. Firmware based on AUTOSAR architecture

The AUTOSAR software running on the BMS ECU is split into three layers: Basic software, run
time environment, and application layer. While the basic software and the run time environment
are already implemented and out of this project's scope, different applications are implemented
as part of the iBattMan project. This includes safety critical protections, charge control, and a
Kalman Filter including Coulomb counting for SOC estimation. Due to the limited calculation
power of the ECU, resource-intensive calculations for bigger models are done on the edge
computing device, which is connected via CAN. The edge computing device is connected to the
cloud gateway via ethernet to send real-time data to the cloud.

Cloud
gateway

BMS: AUTOSAR Ethernet
APPLICATIONS

Coulomb
iy ting + Charge
critical il g

Kalman control CAN MEAS
filter

- RTE — Run time environment
1/0:
To contactors
Base software

CAN VEH:
To external ECUs

protections

ISO-SPI:
Voltage-, temperature-,
current monitoring

For more precise estimations on the BMS, it is possible to update the parameters of the Kalman
filter via firmware updates sent from the edge computing device via CAN / UDS protocol.
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6.2. BMS firmware limitations

The BMS ECU used is the TC367 by Infineon, which is a dual-core microcontroller running at
300MHz with a 4MB flash memory and 672kB SRAM. While this is enough to run simple models
and filters like a Kalman filter, running more sophisticated Al models for SOC and SOH directly
on the microcontroller is impossible. Therefore, as mentioned in Section 3.4, an edge computing
device is connected to the BMS ECU via CAN. The chosen edge computing device selected in
Section 5 can run resource-intensive algorithms and models to achieve a higher accuracy. For
this, the data collected by the BMS is transferred to the edge computing device, where it is then
further processed and forwarded to the cloud server.

6.3. Signals

The BMS can communicate with the outside world using signals. These signals include
information about the battery pack, like temperatures, voltages, and current draw, but also values
calculated by the BMS, like the SOC. The signals can be transmitted via CAN, SPI, and to 1/0
ports to control relays. The table below shows the signals which are sent from and to the BMS:
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NSYS 0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
N SYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
N SYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS 0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
N SYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
N SYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS 0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
NSYS_0.1
N SYS_0.1
NSYS_0.1
NSYS_0.1

1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
1 module
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SIGNALS

Cell_Voltage

Battery_Module_Temperature

BFG_Measurement
HV_voltage
HV_lsolation
Battpack Templ
Battpack_Temp2
Battpack_Temp3
Battpack_Temp4
Battpack_Temp5
Battpack_Temp6
Batt_Gas
Batt_Leakage
Batt_Current
DRV_Relayl
DRV_Relay2
DRV_Relay3
DRV_Relay4
DRV_Relays
DRV_Relays
HV_Pos_relay
HV_Neg_relay
Fcharge_pos
Fcharge_neg
Prechargel
Precharge2
Veell_max
Veell_min
Temp_Mod_max
Temp_Mod_min
BFG_P

BFG_T

SOC K

SOH_K

Veelll

Veell2

Veell3

Veelld

Veells

Veellé

Veell7

Veelld

Veells

Veell10

Veellll

Veell12
Module_Temp
Module_Temp
Module_Temp
Module_Temp
BFG_MEAS
HV_voltage
HV_lsolation
Battpack Templ
Battpack_Temp2
Battpack_Temp3
Battpack_Temp4
Battpack_Temp5
Battpack_Temp6
Batt_Gas
Batt_Leakage
|_Batt

Relayl

Relay2

Relay3

Relaya

Relays

Relay6
HV_Pos_relay
HV_Neg_relay
Fcharge_pos
Fcharge_neg
Prechargel
Precharge2?
Veell_max
Veell_min
Temp_Mod_max
Temp_Mod_min
BFG_P

BFG_T

SOC_K

SOH_K

6.4. Edge-computing device
The edge computing takes the sensor data collected and forwarded by the BMS ECU as input to
calculate the current SOC and SOH. It is also connected to the cloud gateway via ethernet, which
is used to send the battery history to the cloud.

&

iBattMan

CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
CMC_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
MSB_Meas
BMS_Cmd
BMS_Cmd
BMS_Cmd
BMS_Cmd
BMS_Cmd
BMS_Cmd
BIB

BIB

BIB

BIB

BIB

BIB
BMS_Sig
BMS_Sig
BMS_Sig
BMS_Sig
BMS_Sig
BMS_Sig
BMS_Sig
BMS_Sig

Vet Size

LI I I e e T T e e e e e e e e e R e e T T T = T T = T T T e e e e e e e e e

=

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Cell voltage

Battery module/cell temperature
Battery module/cell temperature
Battery module/cell temperature
Battery module/cell temperature
Braff Fiber Gradient measurement
Battery high-voltage measurement
Battery isolation measurement
Battery pack NTC sensor 1

Battery pack NTC sensor 2

Battery pack NTC sensor 3

Battery pack NTC sensor 4

Battery pack NTC sensor 5

Battery pack NTC sensor 6

Battery pack gas sensor (CO // H2)
Battery pack leakage measurement
Battery pack current

Relay driving signal

Relay driving signal

Relay driving signal

Relay driving signal

Relay driving signal

Relay driving signal

JB HV+ relay

IB HV- relay

1B Fast charge +relay

B Fast charge - relay

Precharge relay

Precharge relay

Battery maximum cell volatge
Battery minimum cell volatge
Battery module maximum temperature
Battery module minimum temperature
Bragg Fiber Gradient Pressure
Bragg Fiber Gradient Temperature
Kalman SoC

Kalman SoH
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The models on the edge computing device are regularly updated via the cloud gateway with new
models from the cloud server. It is also possible to update the Kalman filter on the BMS ECU by
creating a new firmware package on the cloud server and pushing it to the edge computing device,
where it is then sent to the BMS ECU via CAN.

The firmware of the edge computing device is updated for SOC, SOH, SOX, the model’s
parameters recalibration, and the model’s algorithms used.

JetPack SDK is a software development provided by NVIDIA to manage the Jetson platform that
includes the necessary firmware, drivers, and libraries. It includes Jetson Linux and libraries for
developing Al applications at the edge. The bootloader firmware initializes the hardware
components of the Jetson AGX Orin and loads the operating system. UEFI-based Bootloader:
The Unified Extensible Firmware Interface (UEFI) bootloader initializes the hardware and loads
the operating system. It provides a more modern and flexible booting process compared to
traditional BIOS.

The following firmware components are key for the BMS development. The OP-TEE is the Trusted
Execution Environment (TEE) that provides a secure area of the main processor1. It ensures that
sensitive data and operations are protected from unauthorized access. The NVIDIA Drivers
ensure the proper functioning of the GPU and other hardware components. Apart from the
firmware for Peripheral Devices, which includes firmware for USB controllers, network interfaces,
and other peripheral devices, the firmware for Over-the-Air (OTA) updates allows for firmware
and software updates without physical access to the device.

The firmware is responsible for initializing the memory and storage components of the Jetson
AGX Orin. Firstly, the Memory Controller (MC) and External Memory Controller (EMC) manage
the data flow between the CPU and memory, ensuring efficient and stable operation. Additionally,
the Jetson AGX Orin supports various storage options, including eMMC flash memory, NVMe
SSDs, USB thumb drives, and microSD cards, which the firmware initializes during the boot
process. Furthermore, the firmware sets up security parameters to protect the system from
unauthorized access and ensure data integrity.

Additionally, the firmware includes support for Real-Time Operating Systems (RTOS) for
applications requiring precise timing and low-latency responses. Security features such as Secure
Boot ensure that only authenticated firmware and software can run on the device. Power
management firmware helps manage power consumption and thermal performance, which is
crucial for edge devices operating in varied environmental conditions. Networking firmware
supports various networking protocols and interfaces, including Ethernet, Wi-Fi, and Bluetooth.
Lastly, diagnostics and monitoring tools are supported by the firmware to maintain the health and
performance of the device, including logging, error reporting, and system health monitoring.
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7. Functional safety concept

The following section provides a comprehensive overview of the safety analysis conducted on the
iBattMan Battery System and presents the results derived from this analysis. The analysis
encompasses various safety aspects, including hazard identification, risk assessment, and the
implementation of mitigation measures. The functional safety concept is developed by defining
specific safety goals (SG) that represent the desired level of safety performance for the system.
These safety goals are further supported by detailed functional safety requirements, which specify
the necessary actions and design measures to ensure that the safety goals are achieved under
all operating conditions.

7.1. Item definition
The item definition is the first step in the functional safety concept where the needed information
about the item is collected. The focus is to describe functionality, dependency, and interaction
with other components and the environment. All involved people must have a common
understanding concerning the expected functionality and boundaries before the development
activities are started. In this project, the item is iBattMan Battery System.

7.2. Environment and boundary of the item
Figure 7-1 illustrates the architecture of the iBattMan Battery System.. The item under
consideration is represented within the red doted section.
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. Battery Management Controller (BMC)
. Cell Monitoring Controller (CMC)

. Multi-Sensing Box (MSB)

. Battery Junction Box (BJB)

and the following components are not part of the item

. EV Charge Controller (EVCC/CCB)
. Edge-Computing Device
. Cloud Gateway

7.3. Interactions of the item with other items or elements
The interaction is done by the BMC.

The battery system interacts via the CAN-Bus with the following components, outside of the ltem
boundary:

. EV Charge Controller (EVCC/CCB)
. Edge-Computing Device
. EXT ECUS

7.4. Hazard analysis and risk assessment (HARA)
Once the (high-level) battery functions are defined the hazard analysis and risk assessment as
required by ISO 26262 can be started.

HARA, demanded by ISO 26262, is part of the concept phase and is used to identify and classify
hazardous events on the item level. Its purpose is to define safety goals, which can prevent or
mitigate hazardous events and avoid unreasonable risk.

HARA is based on some assumptions because system architecture and system functionality are
in a preliminary state during the analysis. Two important assumptions are that only test drivers
drive on a test track and only instructed people to work with the car, because it is a prototype.

7.5. Hazard identification concerning the iBattMan Battery

System
To identify potential hazards of the HV battery system the Hazard and Operability Study (HAZOP)
approach was used.

The HAZOP uses guide words to identify malfunctions and their behaviour which may cause a
hazard on the vehicle level.
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The performed HAZOP identifies three potential hazards on vehicle level (see Figure 7-3).

Hazard-ID: Assumed Hazards: Malfunction behaviour HA_ZOP
Function-ID
H1 Toxic gases/Fire/Explosion Overheating of battery FO2
H2 Risk of electrocution Contact to HV circuit FO3
H1 Toxic gases/Fire/Explosion Overheating of battery FO3
H2 Risk of electrocution Contact to HV circuit FO4
H1 Toxic gases/Fire/Explosion Overheating of battery FO4
H3 Unexpected loss of traction Electric energy is not available FO5
H2 Risk of electrocution Contact to HV circuit FO5
H1 Toxic gases/Fire/Explosion Overheating of battery FO6
H3 Unexpected loss of traction Electric energy is not available FO6

7.6. Situation analysis

For item usage reasonable combinations of location, traffic, speed and environment were
identified with the focus on worst case scenarios. Figure 7-4 shows an example for the definition

of project relevant situations.
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7.7. Classification of hazardous events (risk assessment)
The classification of hazardous events (see Figure 7-5) was done according to ISO 26262. This
means that severity (S), exposure (E) and controllability (C) have been determined.

Severity is defined from SO to S3, where S3 is the highest. Exposure is defined from EO to E4
where E4 is the highest and controllability is defined from CO to C3 where C3 indicates “difficult
to control or uncontrollable”.
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7.8.

ASIL determination and definition of safety goals

With help of the three parameters the related ASIL and the corresponding safety goal were
assigned for each hazardous event. ASIL is defined from ASIL A to ASIL D where D is the highest
safety integrity level.

6_ iBattMan

SafetyGoal_ID Safety Goal ASIL Safe State
G032 Prevent overheating of battery during BS is disconnected from HV system (and
high speed driving. below critical temperature)
<Go3 Prevent overheating of battery during ASILB BS is disconnected from HV system (and
high speed driving at hot temperature below critical temperature)
BS is di cted fi HV syst d
SG04 Prevent overheating of battery after crash ASILA s |sclnAnne ed from HV system (an
below critical temperature)
HV circuit di ted
SG05 Prevent contact electricity after crash ASILA clreult clsconnecte
(HV system voltage-free)
SGO6 Prevent overheating of battery during ASILB BSis discloAnnected from HV system (and
power charging below critical temperature)
$GO7 Prevent charging of deep discharged ASILB BSis dlsclo.nnected from HV system (and
cells below critical temperature)
$Go8 Prevent overheating of battery during ASILB BS is disconnected from HV system (and
charging at hot temperature below critical temperature)
$G09 Prevent overheating of battery during BS is disconnected from HV system (and
charging below critical temperature)
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Safety goals are the top-level requirements of the functional safety concept which must be
considered for iBattMan Battery System hardware and software development.

7.9. Derivation of functional safety requirements
The Functional safety concept consists of safety requirements, which are derived from safety
goals. Safety goals with related ASIL are top-level Functional Safety Requirements (FSR), which
are defined within the Hazards Analysis and Risk Assessment (HARA). The FSR are
implementation independent requirements, which shall ensure the achievement of the safety
goals. ISO 26262 considers three different types of safety measures: E/E safety measures, other
technologies, and external measures.

Figure 7-7 illustrates the hierarchical approach by which safety goals are determined as results
of the HARA. FSRs are derived from safety goals and are allocated to the system architectural
design elements, in our case, the components of the iBattMan Battery System.

Results of hazard analysis and risk
assessment
Safety goal A Safety goal B Safety goal N
Assigned ASIL Assigned ASIL Assigned ASIL

Functional safety
requirements Functional safety
requirements Functional safety

requirements

Assigned Allocated

Assigned Allocated
ASIL to element

ASIL to element

Assigned Allocated
ASIL to element

The FSC should provide a safety event chain from the detection of critical signal values (sensor)
to the processing and correct decision for the safe operation (processor), and finally the transition
to the safe state (actuator).

7.10.Functional Safety Requirements (FSR)
As previously stated, FSRs are derived from safety goals. Eight safety goals related to the
iBattMan Battery System have been identified in the HARA.

In the following FSRs derived from the Safety Goal 02 (SG02): “Prevent overheating of the HVBS
during high-speed driving (ASIL C)” are presented in detail.

To prevent overheating, monitoring of temperature inside the HV Battery System is needed, thus
the HV Battery System temperature shall be continuously measured. This results in the base
FSR, [FSR_SMO001] Monitor cell temperature (ASIL C). To actually detect malfunctioning
behaviour, react, and prevent overheating of the HV battery system, six sub FSRs (FSR001-006)
have been defined:
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FSR002

FSR003

FSR004

FSR005

FSR006
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The cell temperature shall be continuously measured with an adequate
number of sensors.

The actual cell temperature shall be periodically compared with cell
temperature thresholds.

The time span between the detection of “cell temperature max/min” and the
transition to the HVBS fault mode shall be within Fault Tolerant Time Interval
(FTTI).

If the cell temperature exceeds the threshold “cell temperature (max/min)”
the HVBS shall perform the transition to the HVBS fault mode.

If the cell temperature exceeds the threshold “warning cell temperature
max/min” at least at one cell of the HVBS, a warning shall be sent to EVCU.
If the cell temperature exceeds the threshold “cell temperature max/min” at
least at one cell of the HVBS, an error signal shall be sent to the VCU.

Similar FSRs have been derived for all safety related monitoring function of iBattMan Battery

System.

Q ’ E iBattMan
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8. Testing

The testing and validation of the BMS is conducted in T3.4 where unitary and qualification tests
shall be conducted. Previously, the devices developed: BMS, MSB, Cloud Gateway and Edge
Device must be verified for at hardware design and software integration levels.

In this section, the validation process is introduced to identify the main features to consider during
T3.4 execution.

8.1. FBG validation tests at the laboratory
To thoroughly evaluate and validate the sensing performance of the Fiber Bragg Grating (FBG)
sensor, a comprehensive series of tests and experiments will be carried out at the Eurecat facility.
These tests are designed to assess various critical parameters, such as sensitivity, accuracy, and
response time, under a range of controlled conditions. The aim is to ensure that the sensor meets
the required standards for maximum performance and reliability in its sensing capabilities. Below
are the tests will be conducted:

1. Strain Sensitivity Test:
This involves subjecting the FBG sensor to known amounts of strain using a mechanical
setup like a tensile test machine and measuring the resultant shift in the Bragg
wavelength. The sensitivity is evaluated based on how accurately the sensor can detect
changes in strain.

2. Temperature Sensitivity Test:
The FBG sensor is exposed to a controlled temperature environment, typically using a
temperature-controlled chamber. The shift in Bragg wavelength is recorded at various
temperatures to assess the sensor’s response to temperature changes.

3. Calibration Tests:
Calibration is crucial for ensuring that the sensor's output is accurate and reliable. The
FBG sensor is subjected to known values of the measurand (e.g., strain, temperature,
pressure), and its output is compared against a reference standard to calibrate its
response. For that experiment. Heating chamber with high resolution temperature
controller will be used as well as high resolution thermocouple sensor will be implemented
for accurate temperature measurement and tensile test machine for strain calibration.

4. Resolution and Repeatability Tests:
These tests determine the smallest change in measurand that the sensor can detect
(resolution) and the consistency of the sensor’'s measurements under repeated conditions
(repeatability). For this experiment, the instruments listed above will be used.

5. Dynamic Range Test:
This test evaluates the range of the measurand over which the sensor can accurately
measure. For an FBG sensor, it's important to determine both the maximum and minimum
limits of measurement capability.
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6. Multiplexing Capability Test:
In our case, multiple FBG sensors are used along a single fiber, so here tests will be
carried out to ensure that signals from different FGBs elements of the fiber can be distinctly
and accurately resolved by the optical interrogator.

7. Installation and Handling Tests:

These tests ensure that the sensor’s performance is not adversely affected by the
installation process or by the handling during setup. This might include bending, twisting,
and anchoring of the fiber. The analog output signal generated by the PIC32
microcontroller will undergo comprehensive testing to ensure the highest possible data
accuracy while minimizing signal noise. This process involves a series of precise
measurements and analysis to verify the stability and integrity of the signal across various
operational conditions.

8.2. BMS demonstrator verification
The BMS developed by FICOSA will be validated prior to qualification tests to ensure that it
complies with the design requirements. Primarily, verification test for the hardware design
including qualification tests according to the design specifications will be conducted. Then, once
the system has been configured and the basic software integrated, unitary validation will be
performed as a software test.

The main goal is to ensure a functional BMS before moving to qualification tests. Therefore,
system interfaces will be assessed during this phase to prove the functionality of the wireless
communication and the wired communication between different ECUs.

8.3. BMS qualification tests

Once the BMS structure and its entire architecture have been designed, a task will be dedicated
solely to studying the proper functioning of all its components. This testing phase must ensure
that all the functionalities defined for the BMS work under optimal conditions. To accomplish this,
various qualification tests will be developed.

FICOSA, as the leader of the work package, will assist in the design and definition of these tests.
AVL, as the leader of BMS validation in WP6, will also contribute by defining the tests based on
the integration requirements at its facilities. IREC will support validation tasks to FICOSA by
performing some tests at its laboratory facilities using Hardware-in-the-Loop (HiL) devices such
as Typhoon or OPAL technologies. On one hand, the goal is to verify the BMS functionalities in
terms of software requirements, ensuring the correct exchange of data, use of models, and
updating of potential parameters or variables. On the other hand, hardware qualification will also
be performed.

The HiL equipment allows for emulating the battery signals the BMS should detect, without
needing the battery to be physically connected to the vehicle. All signals that might impact the
BMS, including those from the Edge-Computing device or the Cloud Gateway, will be considered.

In addition to these qualification studies, aimed at validating the proper operation of the hardware
and software protocols, unit tests will be conducted to simulate battery cell behavior and analyze
whether the BMS can correctly compute key indicators. Various tests will be performed to ensure
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that the SOC (State of Charge) and SOH (State of Health) algorithms compute the correct values
for the cell states.

For these unit tests, the cell management controller (CMC) will be connected to the HiL to emulate
the cells and temperature sensors. The BMS will also be connected to the HiL device to verify
proper communication between the CMC and the BMS. These unit tests can be extended to
systems composed of multiple cells, allowing for monitoring the behaviour of the entire system
and individual cells to replicate the functioning of a battery module pack.

IREC laboratory has multiple equipment to develop the testing studies mentioned:

e Typhoon HIL 404
e dSPACE MircoLabBox
e OP-4510 (OPAL)
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9. Conclusions

The deliverable firstly presented the design specifications oF the system for communication,
measurements, software, mechanical, 2" life, security and FBG sensor topics. Then, the
architecture of the BMS is defined for the main components. As seen, the devices that directly
interact with the battery are the CMC, MSB and BMC. The architecture diagrams show some
variations from the project proposal that are justified. It is important the presence of the Edge
Computing Device, as it is the responsible of running the high-computing algorithms that enhance
the SoX estimations. The selection of the Edge device has been done according to a Decision
Matrix process involving the impacted partners.

The use of the Edge device is observed within the definition of the firmware requirements. The
BMS structure is according to AUTOSAR standard at BMC level. The BMC will also perform some
SoX calculations from the integration of lower demanding algorithms.

The BMS is a safety critical element, accordingly, the Functional Safety analysis has defined
some Safety Goals and requirements to address to address.

Finally, the testing of the BMS development is presented in terms of qualifications and verification
tests at unitary and system level.

The upcoming steps in the project are: firstly, finalize the architecture once all the necessary
information from the three battery packs is available. Then, proceed in developing and improving
the BMS platform with wireless features. Also, develop and test the FBG sensor while. The BMS
tasks have to be aligned with WP4 progress regarding software development to configure the
Edge Device and develop the application SW at the BMS.
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